
U N E M P L O Y M E N T  A N D

J O B  O F F E R  S C A M SCOVID-19

F A L S E  G O V E R N M E N T  &

F I N A N C I A L  E N T I T I E S  

CR IM INALS  ARE  REACH ING OUT

PRETEND ING TO BE  GOVERNMENT

AGENCIES ,  BANK ING OFF IC IALS ,

MORTGAGE AND AUTO LENDERS

OFFER ING F INANCIAL  ASS ISTANCE.

IGNORE  OR  DELETE  JOB  OFFERS  THAT  REACH YOU BY  TEXT  OR

EMA I L ,  ESPEC IALLY  I F  UNKNOWN AND UNSOL IC I TED .  COMMON

SCAM OFFERS  ARE  MYSTERY  SHOPPER ,  HOME ASSEMBLY ,

ENVELOPE  STUFF ING,  MONEY TRANSFER  AGENT ,  PAYMENT

PROCESS ING,  OFFERS  WHERE  YOU ARE  ASKED  TO MAKE

DEPOS I TS  INTO YOUR  PERSONAL  ACCOUNT .

USE  CAUT ION  W I TH  JOB  PLACEMENT  SERV ICES .  MAKE  SURE  THEY

ARE  LEG IT IMATE .  RESEARCH THE  COMPANY ,  MAKE  SURE  THEY  ARE

H IR ING.  KNOWLEDGE IS  THE  BEST  DEFENSE .  GET  DETA I LS  IN  WR I T ING.

EMPLOYERS ,  BE  AWARE  OF  FAKE  RESUMES AND APPL ICANTS .

 

FAKE  GOVERNMENT  MESSAGES ARE

TELL ING PEOPLE  THEY  ARE

APPROVED FOR  MONEY ,  REL IEF

CHECKS ,  CASH  GRANTS ,  AND  SMALL

BUS INESS  ADMIN ISTRAT ION  (SBA)

ASS ISTANCE.

NEVER  RESPOND TO PRE-RECORDED

PHONE MESSAGES .  BE  CAREFUL  OF

EMA I LS  OR  TEXTS  THAT  PROMISE  YOU

ANYTH ING.  THESE  ARE  SCAMS.

DO NOT  PAY  TO GET  A  JOB .  YOU SHOULD  NOT  HAVE  TO PAY  A

FEE  FOR  CERT I F ICAT ION ,  TRA IN ING,  SUPPL IES  OR  EQU IPMENT

AS  A  COND IT ION  FOR  PRE-EMPLOYMENT .

J O B  &  W O R K - A T - H O M E  S C A M S

C Y B E R - C R I M I N A L S  A R E  E A G E R  T O  T A K E  A D V A N T A G E  O F  C O N S U M E R S  W H O  A R E

F A C I N G  L O S S E S  I N  I N C O M E ,  R E D U C T I O N S  I N  S A V I N G S ,  S E E K I N G  F I N A N C I A L

A S S I S T A N C E ,  A N D  L O O K I N G  F O R  N E W  E M P L O Y M E N T  

 R E M E M B E R  

NEVER  PROV IDE  YOUR  SOCIAL  SECUR I TY  NUMBER ,  DATE  

OF  B IRTH  OR  ANY  BANK ING INFORMAT ION  W I THOUT  VER IFY ING 

WHO YOU ARE  COMMUNICAT ING W I TH .

B E W A R E  O F  C O M P A N I E S  T H A T  W A N T  T O  H I R E  Y O U  I M M E D I A T E L Y .

NEVER  DEPOS I T  SUSP IC IOUS  OR  UNEXPECTED CHECKS  INTO 

YOUR  ACCOUNT .  EVEN  I F  FRAUD ,  YOU ARE  L I KELY  

RESPONS IBLE  FOR  REPAY ING BANK .

D O  N O T  P A Y  T O  G E T  A  J O B .

NEVER  W IRE  FUNDS  OR  WR I TE  CHECKS  TO STRANGERS .

G O  S T R A I G H T  T O  S O U R C E  F O R  G O V E R N M E N T  E N T I T I E S :  

I R S . G O V ,  F T C . G O V ,  S B A . G O V ,  C O L O R A D O . G O V .

LOG ON AND CREATE  PROF I LE  ON  COLORADO UNEMPLOYMENT  S I TE  

IMMED IATELY  I F  LA ID  OFF  TO PREVENT  SCAMMERS  FROM DOING SO.

F I L I N G  F O R  U N E M P L O Y M E N T  B E N E F I T S  I S  F R E E .
 

" I F  A N  O F F E R  S O U N D S  T O O  G O O D  T O  B E  T R U E ,  I T  P R O B A B L Y  I S ! "

 

NEARLY  40  M I L L ION  AMER ICANS  HAVE

BEEN  THROWN OUT  OF  WORK  DUE  TO

THE  COVID- 19  PANDEMIC .

ID  TH IEVES  ARE  US ING PERSONAL

INFORMAT ION  FROM PREV IOUS  

DATA  BREACHES  TO CREATE  FAKE

ACCOUNTS  ON STATE  UNEMPLOYMENT

S I TES .  ONCE ACCOUNT  IS  CREATED ,

BENEF I TS  ARE  D IRECT  DEPOS I TED

ELSEWHERE .

C O N S U M E R @ D A 1 8 . S T A T E . C O . U S   |   ( 7 2 0 )  8 7 4 - 8 5 4 7    

BEWARE  MORTGAGE EL IM INAT ION ,

FORECLOSURE ,  STUDENT  LOAN ,  AUTO,

AND DEBT  REL IEF  SOL IC I TAT IONS .


